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Tnat tnis Act may be cited as the 
“Inceliigence Reerganization Act of 1977". 


TITLE III--NATIONAL SHCURITY AGENCY 
SHORT TITLE 
Sec. 301. This title may be cited as the "National “Seeurity 


Agency Act of 1977", 
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STATEMENT Or PURPOSES 


Sec. 302. It is tne purpose of tnis Act tonw= 

(1) authorize, and provide guioance for, these signals 
intelligence and communications security activities necessary for 
the conduct of the foreign relations or the protection of the 
national security of the United States; 

(2) insure that auen activities are procariy directed, 
regulated, coordinated and administered, and are organized and 
conaucted go as to meet, efficiently and affectiveiy, the 
intelligence and security requirements of the United States; 

(3) establisn by law an agency to be known as tne National 
Security Ageney; provide for tne appointment of a cirector of 
that Agency ana confer upon nim the authorities necessary to 
tuiriil tne dubies ana respoensinilities preseribed in tnis bitie 
and make hia accountable to the President, the Congress, and tne 
people of tne United States; and 

(4) establish affective oversignt so that tne signals 
intelligence activities and communications security activities of 
the United States are conducted so as not to infringes upen or 
violate the rights guaranteed or protected by the Constitution or 
laws of the United Stateg and so as 40 pretect the orivacy of 


United States communications. 
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Sec. 303. AB used in this titie-- 

(1) Tne terw "communications intéliigence" seans tevnnical 
ana intelligence information derivea from foreign communicacions 
oy otner tnan the intendea recipients. 

(2) Tne term “electronics intelligence” means teenrical anc 
intelligence intormation derived from foreign, non- 
communications, electromagnetic radiations emanating fron otner 
tnan nuclear detonations or radioactive sources. 

(3) The term "foreign instrumentation signals intelligence" 
means information derived from the collection and precessine of 
foreign telemetry, beaconry, noneimagery infrared and coherent 
light signais. 

(U) The term "signals intelligence" means a category of 
inteiiigence information comprising all communications 
intelligence, electronics intellixence, and foreicon 
instrumentation signals intelligence, either individually or in 
cowoination. 

(5) The term "signals intelligence activities" means tnose 
activities conducted for the purpose ef producing signals 
intelligence. 

(6) The term “foreign communication" means any 
comrunication whicn has at least one termina: outside the 
territerial United States or a communications system or a portion 
of such a system used or operational witnin tne United States by 
a foreign power. Such term does not include oress, propaganda, 
or public broadezsts, 

(7) The term "nonecommunications emanations" means radar 
ul.nais, tésemetry, beaconry, und otner foreign instrumentation 
Signals. 

(&) The terms "Unitec States signals thteeisenee systeu" 
anu “bnitea States SIGINT system" mean an entity tnat is 
comprised of (A) tne National Security Agency finelLuaing assicned 
miliciry personnel); (B) those elements of tne military 


a moments and ine Central Inteliienee Agency performing sianais 


wv 
ne) 
a 


intelligence activities: (Cf) those elements of any ctner 
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department or agency whien may from tire to time be authorized by 
the National Security Council to verform signals inteliivenca 
activities during the time when such alements are authorized te 
cerform such activities, 

(9) The terms "code", "cipher", and "eryptograpnic syster" 
ineiude, in adaition to their usua: meanings, any machnanical or 
electrical aevice or method usea for tne purpose of disguising or 
voneealing the contents, significance, or neanings of 
communications. 

(10) The term "communications security" means tha 
protection resulting from any geasures taken to deny unauthorized 
versons inform tion of value which mignt be derived from ‘tne 
telecommunieations of tne United States, or to insure tne 
authenticity of such telecommunications. ‘Suen term ineludes 
eryptosecurity, transmission security, amission security, and 

nysical security of communications security materials and 
information. 

(11) The term "oryptosecurity™ means any procéeduré or 
mecuod pelating to the provision of taennicaliy sound 
eryplograpnie systems and tneir proper use, 

(12) The term "transmission security" means any procedure 
or webnod aesigneu to protect the transmission of information or 
material from interception and exploitation ty any 1é@ans otner 
tnan analysis of cryptographic systems. 

(13) The term “emission security" means any orocedure opr 
metncd used to deny unauthorized persons any information of value 
that mignt otnerwise be derived from tne intereaction and 
analysis of compromising emanahions from any eryptoaquiprent or 
teiscemmunteations system. 

(14) The tarm "ohysieal security" means any snysical 
srocegupe om method used to safeguard signals intelligence ana 
eormrmunteations security equioment, macerial, or aeeumants Prot 
aces: or octservation oy unautnorized persons. 

(15) Tne cern “eryotology" encompasses sets sianais 


ntelliencé and ctmsunications security. 


fa 
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(16) Tne tern “"“unauthorizec person" means eny verson noe 
authorized access to Signals intelligence or communications 
security information sy the President or by tne nead of any 
aepartment or agency of tne Government whieh hss Caen expressiv 


to enrage in erystolocic aotiviti 


H 
a 
v 
3 
cr 
Qo 
ut 
i. 
ov 
7) 


designated by the Pres 
for tne United States. 

(17) Tne term "“eryptologice activities" means aclivivies 
involving cryptology. 

(13) The term "United States person" means (A) a citizen of 
tne unitea States, or an alien lawfuily admitted for pernmunent 
resiuence (as aefined in section 101(a}(20) of the Inmigrition 
anu wationality act), (8) an unincorporated association 4 
suostantlial numper of whose memoers are citizens of tne Unitec 
States or aliens iawfully aamittea for permanent residence, er 
(C) a corporation wnich is incorporated in tne United States, Sut 
not including any corporation which is an agent of a fore:zn 
power fas defined in the Foreign Intelligence Surveillancs Act). 

(19) The terms "departments and agencies" and "department 
or agency" mean any department, agency, office, bureau, 
independent establisnzent, wnolly owned corroraticn, or ouner 
entity of tne Government of the United States. 

(20) The term "Attorney Generai"™ means the Attorney General 
of tne unitec States. 

(21) The creru "committees of tne Congress" means any 
committee of tne Senate or tne House of Kepresentatives or any 


joint committee of tne Congress. 
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ESTABLISmMiSHT UF NATIONAL SECURITY AGENCY; FUNCTICK 


sec. O04. (a) Tnere 1s estatbhisneu witnin tne Department 
ot vefense an agency to be Known as the Mationai Security Agency 
(nereinafter in this title referred to as the NAvancy"). 

(po) It snall be tne function of the Ageney to conduct 
sicnais intelligence activities and communications security 
activities for the Government of the United States. If snail: 
also be tne function of the Agency to provide an affective, 
unified organization for the conduct and control cf tne signals 
intelligence activities anc the communications security 
activities of tne United States and for formulating operational 
plans, peiieles and procedures far sucn activities. 

(oc) Tne functions of tne Agency shail be carried out under 
tue cirect supervision and control of tne Secretary of Defense 
ang sna. d@ accompiisnea under the provisions of tnis Act and in 
conrormity wita tue Constitution ana laws of tne United States. 
In exereising supervision and contro; over the Agency, tne 
Secretary of Defense shali compiy witn colicy established by the 
National Security Couneil ana with intelligence cbjaetives, 


reguirements, and priorities promuigated by ‘ne Cirector of 
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Sev. 305. -(a)(1) Tnere snail ce at tne neaa of the deeney 
a sirector of tne national Security Azency (nereinafter in tnis 
ticie referréa to as tne "Lirector"). Tne Birecter snali pe 
appointed by tne President, oy and with the aavice and consent of 
tne Senate from among tne commissioned officers of the armed 
torees (active or retired), or from among indivicuals witn 
erypstoiogie experience in eivilian iife. If tne Director is 3 
military officer, he snall be entitled to not less than tne zrade 
of Lieutenant General or Vice Admiral while so serving. Tne 
Director shall be comcensated at the rate provided fer level II 
of tne Executive Senedule under section 5313 of title 5, United 
States Code. 
(2) The Direotor snail serve at the pleasure ¢° the 
Fresident but may not serve as Director for # period «f crore 
tnean six years unless reappointed by the Presiaent, by and 
witn tne advice and consent of the Senate. No person who 
uas served es Director for a periow of less than six years 
and is subseguentiy appointed or reappointed may serve as 
director uncer sucn appointsent or reappointment for = terre: 
of more thar six years. In no event may any person serve as 
Director for more than a total of twelve years. 
(>) (1) There shall be a Deputy Director of the National 
Security Asency (nereinafter in this title referred tc as 
tne "Deputy Director") appointed bv the President, by and 
ditn the advice and consent of the Senate, from among 
comnissioned officers of the armed forces (active or 
retirea) or frou amone career civilian employees with 
eryptologic experience. If the Deputy Director is a 
whaltary cificer né snail ce entitled to tne sraae of “ajor 
wenera, Or Hear Acmiral wniie $0 serving. The Deputy 


birector shall be compensated at ine rate previaed for level 


fa 


lil of the axecutive Sensauie under section 5314 of title S, 
united States Cooe. At ne tine may the two positions -:r 
Director and Deputy Director ce occupied simultaneousiy ty 


commissioned officers of the armed forces factive or 
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may oceupy or noid in the armed forces, or any emolutent, 

perquisite, right, privilege, or benefit incident to or 

arising out of any sucn status, office, rank, or erade. Anv 
sucn commissionea cfficer snall, while serving as Director 

or Deputy Direeter, centinue to nold rank and grade no lower 
tnan that in whien né served at the time ef nis anpointmert. 

Tne Cirector ana Deputy Director, wnether civilian or 

wialtary, Shaii ve compensated, wnile se serving, only from 

fungs appropriated to the Director. 

(3) Tne grade of any such commissioned officer snali, 
during the period in which such commissioned officer 
occupies the office of Director or Deputy Director, be in 
addition to the numbers and percentages otherwise authorized 
and appropriated for the military department of which he is 
a member. 
fd) The Deputy Director shall act in the place of the 

Director during the absence or disability of tne Director or 
during any temporary vacaney in the office of tne Director, The 
Secretary of Defense snail provide by reguiaticn wnat officer or 
Sbpioyee of the bepartment of Defense shall act in tne place of 
tne ulrector uuring the absence or disability of tne Director or 
uuring any vemporary vacaney in tne office of tne Lirector 
whenever tnere is no Deputy Director.- 

(e) Any persen nelding the office of Director or Leputy 
Director of the National Seeurity Agency as sucn agency existea 
on tné uay before the effective date of this title may continue 
to serve in the corresponding office establisned by this title 
until such person or his suecessor is appointed as-crevided in 
this title, but in no event for a period exceeding 329 days after 
sucn éffective date. In computing the twelveeyear limitation 
presoribed by wipsectisis (a)(2) and (o0)(2) of this section, any 
service ty a person as Director or Deputy Director of the 
watvionas oeecurity Agency as such agency existec mn ine day before 


the effective uate of tnis title shali mot be included. 
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retired); however, both positions may be occucied 
simultaneousiv by citizens of the United States who are not 
commissioned officers of tne armed forees whether in achive 
or ratired status. 

(2) Tne Deputy Director Shall serve at *he pleasur> 
of tne Presicent, but may not serve for more than six years 
unless reappointed oy the Presigent, vy and with tne acvice 
ana consents of tne Senate. Tne Deputy Director shail assist 
tne birector in carrying out nis funetions under this Sec. 
In no evant aay any person serve as Deputy Direetor for ners 
than tweive years. In no event may any person serve in 
eitner or poth pesitions for more than a total of tweive 
years. 

{e) (1) A commissioned officer of the arned forees while 
serving as Director or Deputy Director-- 

(A) snall be subject to no sguservistion, 
control, restriction, or orohibition (military or 
otnerwise) cthner than would be operative with respect 
to hin if ne were a civilian in no way ° mnectad with 
tne Departmans of Defense, tne military departments, 
er tne armea forces of the United States or any 
component tnereof; and 

(5) gnall not possess or exercise any 
supervision, gontrol, powers, or functions (other tnan 
such as né possesses, or igs autnorizec or diracted t¢ 


exercise as Director or Deputy Director) with rescéect 


cr 


o the armed foreas or any componant thereof, ine 
Decartnment of Defense, tne military derartnents, oo” 
any component thereof, or with rescect Lo any cf. nt 


sersonnel (military or civilian) of any of tne 


(2) Txeent as provided in euosections (a* and (3) <f 


ferees, ang als accapiance Of ana service in suen affivees, 
Shell in a0 «av affect any status, orfice, Panmeé,; Oh ayrsor -2e 
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-1l0< 
DUTIES OF Tdi DIRECTOR 


sec. 305. fa) Ib shall ce the duty of tne Lirevtor tone % 

(1) serve as the principal signals intelligence ana 
ecoermunieations security offieer of the Gevernment;: 

(2) 4dnsura that the signals intellizence activities 
and communications security aotivities of the United Shkatas 
are conducted in conformity with the orovisions of this Sek 
and with the Constitution ang laws of tne United States, ann 
cnat sueh activities ao not sbridgs any ricnt vusrantesd or 
protecfad by che Constitution er laws of tne United States; 

(3) atrecs ali eryptelouie aetivicies of the Aveney; 

(4) meet chs signais intellicence requirsmants of tne 
united states Government oy waintaining and u.anagioas an 
eftective anc unifieo United States SIGINT system; 

(5) control all tne signals inteliigence collection, 


provessing, production, and dissemination activities of the 


United States 


“we 


(6) manate signals intellivzence resourcrs, parsennel, 


ana programs; 
(7) oreduce signals intelligence for devartments and 
agenvies, ineludint operational commanders of the armed 
forces of the United States authorized to racaive suen 
inteliigenoe, in aceoraance witn policies, objectives, 
r quirements, and priorities preseriped ty the Director of 
wathonas Inteiiigence; 
(8) serve as the ventral communicvatiins security 
auknority of the united States Government ana fulfill ctne 


eouwunicabions security requirements of ail céeoartments and 

pees based upon guidance from the Communications Security 
ais tie : 3 ; es 

ai " Committee established pursuant to section 122 of this Act 

(3) consolidate, as ne deens necessary, the 

performance of tne sianais intslligence and the 
cormunications security functions of tre JInitad States ta« 
tne maximum extent faasibis Yor tne scursose of aenrevins 


overall =FPiotency, aconemy, and effectiveness; 


(12) conguet sueon reseerch and develcovant in sunser: 


ome 


» and 
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elle 


eomeuniestion security activities, as tev of necessary ¢ 
pert the nezds cl Jepartments ana arenci autnerizec ¢ 
recelve slynsls intelligence om wnienh require cougumicatiens 
security abslstanve, oF Gelesute mresponsibliity for such 
researen anc cevelcpment to otner cepartzents or avenciés, 
anc review researcn and develocment eoncucteéed oy any 


separtment or agency in supoert ¢f signals intelligences, 
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(11) determine tne manpower resources anc 
uoministrative suport needed by the Aveney %e conduct 
effectively its signals inteliigence activities nd 
communications security activities and, in accordance with 

guidance from the Dbirsetor of dational Intelliscence, enter 
into agreements with otner aecartments ana acencies fer tne 


provision ef suen manpower resources and agaministrative 


(12) prepare a propeses consolicated United ota 
signais intelligence cucget for eacn fiseal yé@ar vaséu upon 
program anc budget guicance from the Director of National 
Intelligence and submit eacn sucn proposed pudget to the 
birector of tiational Intelligence and the Secretary 01 
Defense at such time and in such manner as tne Sireector of 
“ational Intelligence ay specify; 

(12) precare a oropesed consolidated cemmunicabions 
security budget for each fiseal year based upen prorra: ans 
pugret zuldance from the Secretary of Defense ang sucmit 
eacn such proposed budget to the Director of Nations: 
Intel zigence and to the Secretary of Defense at suen o17 
ana in suena uwanner as tne Secretary of Gefense may zrecify; 


(14) review ail propesed vuggets ana resource 


wv 


ellovabions fer tn* signais intelinreence-reia 
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(15) review all proposed budgets and resource 
Allocations for tna communications security achivitias of 
other cenartments and agencies and advis# tne Seeretary of 
tefanse on such budgets ane resource allocations; 

(16) provide appropriate meocnanisms fer tne contre. 
of ‘all funds ade available vo the Agency to carry out its 

autnorizea activities; 

(17) estaciisa, in consustation with tne Director of 
wactonal Inteliisence, and in aceoraance with section 
36759(c) of the heviseu Stututes (31 U.S.C. bbefe)), rites ol 
obiigation for runds appropriated to ine Avency; 

(13) reprogram, subject to the aogroval of tne 
Director of National Intaliicence ana as srovided in annual 
autnertzation or appropriations Acts, funds wade availaobie 
so the Ameney to carry out giznals intelligence and siqnals 
inteLligence-jrelated activities; 

(19) reproecrar, subject to the approval of ine 
Secretary of Defense and a3 provided in annual authertzasion 
op approoriations acts, funds mace availabie “2 tne Agency 


oo carry cut communications security aetivities; 


(22) preseripe, in accordance wita policy guidance 
rurpnisned cy tae director of wational Inteliizence, security 


rules, reguiations, procecures, and stangards for tné 
protection of information ré@lating to tne sivnais 
inteliigenc? activities, communications security activities, 
ana signals inteliiencé and communications security 
facilities of the United States, including security rules, 
revturations, orocedures, and standards with resect to uné 
acquisition, aandling, sranspertation, transcissicn, 
groceessinz, and revortins of suen information: 

(21) eanguet such activities, inelugirs wonitorinas 


ang zupervisory control, ag are necassary fe insur= 


aotsliangs wita tne rules, cstulations, onccadurss, 225 
stancarcs creserioea oy ont eirector unser olauss (27), cue 
only bo tae extent thal sues setivities can t+ vonauctsea in 
ROVOPTENOT WEDD ENLS 465, s9Q finen laws iF tae eavies 


Approved For Release 2002/08/15 : CIA-RDP85-00759R000100130001-1 


Approved For Release 2002/08/15 : CIA-RDP85-00759R000100130001-1 


~13- 
States, anu policy gBulaance furnisnec Gy tne Attorne: 
wrnePral. 
(22) cenauee suen activities as are necessary £6 


protect tne securicy of tne Azeney's installations, 
activities, information ana versennei, bul only ta tne 
extent that suen activities can he conducted consistent witn 
the provisions of tnis Act and otner laws of tne Unive 


(232) eonduet such eryptoleric liaison with forsisr 
scvernmrental arencies as tay te directeg oy the Directanr af 


(24) previae for sucn communications supoort ino 
facilities eS may vé necessary to (A) concuct signals 


ence activities in a ély ana s¢cure manner, eno 


ancesiis 


insure tne expeaitious nanoling of eriticsi internation 


tne Unitea States Government; 


(25) ano eryptovrapniv 


prescrice ail couées, cipners 


syctems and cechniques, other tnan 3gecret writin systems, 


in any manner ov the United States Sovernvent and 


for the centralized production and control of 


Systems and tateriais t. 7e used 


ase anbe from the Communications 
(25) evaluate Ane vulnerability of tne United Trstes 
eorsuniesiions to expicitation cy unintengtu réeipienis and, 
oaSeO uben -ulasneé from tree Communications feenurity 
vomiidttee, rrovice tne users of suen telecesanunicationrs wits 


suen initormaction anc material as 


2ne 


vonfiacentiasizy ef States celecommunieations arsainst 


antercvection and exploitation oy unintended 


(22) clan fer, task, and crocess aata fre al 
special signais intelliicence collection progravrs of tne 
perartuert of cafense relatiny to tnose matters witnin tn 
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ater ty Committee 


and the Attorney 
General, 


pea guidance from the 
Communications Securi 
Commits 


vee 
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(29) insure tnat the Agency will receive 


Is 


Fasnion, ail signals inteiligenee Gata collectad by any 

anbity of the Intelligence Community; 

(30) aevelop pians to increase the responsiveness if 
tne Laited States SIGINT system to tne needs of the 
Seeretary of Defense in time of war or otner national 
ewergency, incluaing the celegation of such tasking 
authority as may 5é appropriate; 

(31) provide the Director of tational Intelligence 
and the National Security Council with sucn information as 
bhey may requést on tne activities of tne Azency and on tne 
sienals intelligence activities and the cemmunications 
security activities of the United States; and 

(322) issue such additional rules, renulations, 
directives, and procedures as may be necessary to imolement 
this title. 

(o) To assist tne Director in the fulfillment of nis 
responsibilities under tnis gection, tna neags of ali aepartments 
ana dgencies snaii furnisn nin witn sucn data 48 1€ way require 
ana toe Director snail take appropriate steps to aaintain tne 
eouridentiality of sucn information. 

(ge) (1) Tne Director is authorized to estatlish such 

committees or ooards, composed of officers ang amployees of 

the United States, as may b@ necessary to carry cut 


effectively tne provisions of this ‘title. 


a 
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(2) The Direeter is aiso autnorize 
advisory comnitteas as may oe necessary to orovide expert 
advice regaraing tne administration of ‘nis title. Tne 
provisions of tne Federal Acvisory Committee Act (36 Chat. 
770) shali apply with resgect to any acvisory commities 
estaclisnea sy int Lireeter uncer autnority ef tnis section 
SxCepO tNat tne Cirsetor may walve tne appiicacion ¢f any or 
ail of tne orovistoas of suen act when tne Lirector utene 
guen action necessary to tae suceessful certernanee of tne 


functions of the Aséney or tc aretect tne security of tne 


activities of tne Ageney. any waiver exercised oy 
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Liractor uncer tnis subsection shall be reported £9 tre 
committees of the Congress naving jurisdiction aver tre 
Aeeney anc the names of all persons appointed 16 S4Pve on 
sucn advisory committees snali be reported te such 


committees of the Congress. 
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UeabKAL COUNSEL; INSPSCTGA GENERAL; ANC CTHEK OFFICTS 


sev. 307. (a) There snaii of a Generai Counsel or the 
Agency appointea vy tne President, oy and witn tne aavice and 
vonsent of the Senate. The General Counsel snall serve as the 
rincipal legal aavisor to the Director and gshali nave the 
responsibiiity for and the authority toe- 

(1) review all activities of the Agency; 

(2) advise the Director on whether such activities 

- are in conformity with the laws of the United States, 
executive orders, presidential directives and TeLoranda, ang 
the rules, regulations, airectives, rolictes, and precsduras 
soverning the Agency; 

(3) review all proposed rules, ragulations, 
uireetives, policies, ana precedures of the Azency, 
ineluuing wus not Limited to any rule or reyulation propeseu 
te implement tne provisions of tnis Act, to ensure tnat any 
such rule er regulation is in conformity with tne laws of 
tne Unitea States, executive orders, anda presidentiai 
airectives and memoranda; 

(4) raport to the Intelligence Cvarsignt foard, tne 
Director, anc the firector of National Intellizenee, in 2 
timely manner, on any activities coming to nis actantion 
that raise questions of ieaaiity or propriety, his findines 
concerning sucn activities, and on actions “taken wWitn 


nm 
“ 


ov 


soect to the Inteillisence Cversignt Zoard'ts rinaings 
cenoeerning such activities; 

(5) provide to tne Intelligences Oversigat Foar3 any 
information requestea concerning cne secaiity or propriety 
or any activity ot the Agency; 

(6) formulate practices ana sreceuures fer 
uiseovering and reporting to tne TnhteLlizence Cversignt 


Zoara, tne Director of National Intelligenc>, and tne 
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cecasion when né is directec oy tne Director not te repert 

to such toara on any activity of tne Agency. 

(L)} Tnere snaii te an Inspector General of tne Acency 
appointed by tne director. Tne Inspector General snall nave tne 
resconsioility anc thé autnority tome 

1) investigate aii activities of tne Agency co 
aetermine in wnat respects tne Agency may more effectively 
perform its iawful functions; 

(2) usvise the Director and tne General Counse: of 
the Agency of his findings regarding such activities; 

(3) report to the Intelligence Oversiont Roarg, i7° 
Director of National Intelligence, the Director, and “ne 
General Counsel of tne Agency, in a timely manner, on anv 
activities coming to nis attention that raise questions of 
legality or oropriety, nis findings concerning sucn 
activities, and on actions taken with rescect to tne 
Intelligence Oversignt Board's finoings concerning sucn 
UULIVilties; 

(4) provide to tné Inteiligence Oversicnt soar: any 
antormation requestea concerning tne lé-ality or propriety 
of any activity of the Agency; 

(3) tormulate practices and preeedures for 
cisecovering 2nd reporting to the Intelligence Oversiert 

Foard, tne Director of National Intelligence, and tne 
Sirecter, intelligence activities that raise cuestion: af 
lewalitv or oropriaty; 

($) report to the Intelligenoe Oversien: loars on any 
occasion wher né is directed cy tne Direetor nor to renert 
te suon beara on anv activity of the Aeency; 

(7) o@oncuet suen otne: investigations as the Tireéccor 
Leers necessary and aporopriate suoject to tne provisicns of 
wnis Acts anc 


(3) perform suen ctner dauties as the virector ray 
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(ec) Any person nolding the otfiea of General Counsel of the 
National Security Aganey as such ageney existea on tne day before 
the effective date of this title may continue to serve in the 
corrasronding office establisned by this titie until suen person 
or his successor is appeinted as provided in this titie, bub in 
no event for a period exceeding 30 days after sucn effective 
date. 

(qd) ther executive seneaule oositions witnin the Acency in 
audition to these of Director, Deputy Director, General Counsel, 
anu inspector General and any positions in tne srades of 5-14, 
wsei17, ana GS-13 otner tnan those transferrec to the Agency unasr 
tais Act snail oe aS autnorizeda sy law. 

(2) Seetton 5316 of title 5, United States Code, is amanasa 
by adding ab the end tneracf: 

"(142) General Counsel, National Security Agency." 


"(143) Inspeetor General, National Security Acency.". 
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GENERAL AUTHORITIES OF TUE AGEWCY 


Sec. 308. (a) In earrying out its functions under this 
Act, tne Agency 25 aubnorized to-- 
(1) transfer to and receive from otner aepartments 


ana agencies such Sums of money as may bé approved by the 


v 


Lireetor of National Intelligence and the Director of tn 
Office of Management and Budget fer the sole purposé of 
carrying out funetions authorized by this title; 

(2) exchange funds without regard to the orevisions 
of section 3651 of the Revised Statutes (31 .8.C. 542); 

(3) reimburse other departments and agencies ef the 
Government for personnel assigned or loaned to tne Agency 
and services furnisned to the Agency; 

(4) utilize couriers and guards carrying firearm 
wnen such couriers and guarcs are designatea vy the Tirector 
ana engagec in transporting eclassifed or sensitive documents 
or materials affecting tne national security; 

(5) rent any premises necessary to carry out any 
function of the Agency authorized under tnis Act, and make 
alterations, improvements, and repairs to premises e* tne 
Agency without regard to any limitation prescribed oy law if 
the Director (A) certifies to the Director of National 
Intelligence that a waiver of the limitation otherwise 
applicable to the renting, alternation, improvement, or 
repair, as the case may be, eof premises is necessary ‘°° the 
successful performance of the Agency's functions or wine 
security of its activities, and (B) promptly notifies tne 
committees of Congress having jurisdiction over tine Azency 
ef tne waiver and of tne reasons for exercising sucn waiver; 

(6) appoint suen personnel as it ceens advisebie, 
without resard toe tne provisions of titie 5, United States 
Code, governing appointments in the competitive services, 
ana fix the compensation of sucn personnel witnout regard to 
tne provisions of cnapter 51 anc subchapter III of chacter 


53 of such title, relating ‘to classification and General 
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Senedule pay rates, but at rates not in #xeess of baie rare 

autherized for GS-18 ty section 5332 of sucn ‘itis. 

fo) Notwithstanding the previsions of section 367% of tne 
Revised Statutes (31 U.S.C. 623) or any provision of law enacted 
after the effective date of this title, unless suen 3ubsequentiy 
enactea provision expressly cites this subsection, any department 
or agency may transfer to or receive from the Agency any su2 of 
money approvea oy the Director of Wational Inteliiaence and the 
Direvetor of the Office of Management and Budget for use in 
earrying out any function autnorized by this title. 

(e) Notwitnstanding any other provision of law, any 
department or agency is authorized to assign or loan to the 
Agenoy any officer or employee of such department or agency to 
assist the Agency in carrying out any function of tne Agency 
authorized oy this title. In any case in whien any officer or 
amployee of another department or agency is assigned or loaned to 
the Agency and the assignment or loan of suen officer or employes 
woulda o€ pronibited except for this subsection, the Agvency snall 
report tné details of such assignment or loan to tne appropriate 
COmmet tees of tne Congress and shali continue to report tnereon 
so suen committees ab least onee every 90 uays se long as suca 
assiznment or loan to the Agency continues. 

(a) Tne Ageney may continue to use the seal of office usaa 
cy the ageney prior to tne effective date of this titie and 


juaicial notice shall oe taken of such séal. 
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PROCUREMENT AUTHORITY 


Sec. 309. The Agency is autnerized to procure sucn 
services, equipment, and facilities as may be necessary to carry 
out its funetions under this titie. Tne provisions of chapters 
137 and 139 of title 19, United States Code, relating to tne 
precurerent of property, services, and research and deveiorment 
activities, snall apply to the procurement of property and 
researcen and development activities by the Agency under tris 
title in the same manner and to tne same extent sucn chaoters 
apply to the procurement of property, services, anc research anc 
Géveisopment activities oy the agencies namec in section 22°%2¢a} 
of cnapcer 137 of titie 10, except that the Director is 
autnorizea, with tne approval of the Secretary or vefensé ans the 
Director of national Intelligence, to waive the application of 
any or all of the provisions of enapters 137 and 139 of titie 19 
when the Director deems such action necessary tc tne successful 
performance of any function of the Ageney or to protect tn 
security of activities of tne Agency. Any waiver exercised by 
the Director under this section shall be reported to ne 
committees of the Congress naving jurisdiction over the Arency 


together with the reasons for exercising sucn waiver. 
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AUTHORIZATIONS FCRK APPROPRIATIONS AND EXPENDITURES 


See. 310. (a) whotwitnstanding any obtner orevisicn of Law, 
sus wade available to tne Agency by appropriation or otherwise 
way be expendea for purposes necessary to garry out the lawful 
funetions of the Agency, ineluaing-- 

(1) supplies, eéquipment, and personnel and 
vontractual services otnerwise authorized by iaw or 
regulation, when approved by the Director; 

(2) personal services, including nersonal services 
without regard to limitations on types of persons to be 
amployed, and rent at the seat of government and a@isewnare; 
Lease of buildings to the Government without regard to the 
Limitations prescribed in section 322 of tne Act antitied 
"An Aet making appropriations for the Legisiative Branch of 
the Government for the fiscal year ending June 30, 1933, anc 
tor otner purpeses", approved June 30, 1932 (40 U.S.C. 
27da); nealtneservice program as autnorizad ty section 7901 
of title 5, United Skates Code; rental of néwsereporting 
services; purenase or rental ana operation of photorraphic, 
reproduction, cryptographic, duplication and printina 
machines, and all manners of equipment and devices necessary 
to performance of the oryptologio mission, including 
selegraon ana teletype equipment; purchase, maintenance, 
operation, repair, and nire of passenger motor venicles, 
atreraft, and vessels of ail kinds; subject te onlioies 
astablished by the Director, transportation of officers anc 
euployaes of tne Ageney in Gevernmenteowned automotive 
equipment cetween tneir domicties and places of amployment 
wnere suen personnel are engagea in work wnien makes suon 
spansportalion necessary, and transsortarion in suen 
equipment, to ana from scnoci, of ebilidren « 
Lersonnei who nave quarters ror themselves ana their 


families at izolatea stations outside tne continentas united 
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maintenance cf ammunition; subject to policies tstaniiows 


cr 


y the Director, expenses of travel in connection with, ann 
exvenses incident to attendanes at meetings of orofessicnal, 
teennieal, scientific, and otner similar organizations wren 
sucn attendance would ve a benefit in the concuct of th 
work of tne Agency; association ana library dues; setileuen: 
anc payment of ciaims of civilian and military peérsennei, as 
prescericea in Agency reguiations consistent witn tne corms 
anu conditions by whicen claims are settied and paia under 
tne Military Personnel ana Civilian Ompicyees' Claims Act of 
1964 (31 U.S.C. 2408243); acquisition, construction ane 


alteration cf pudidings and facilities witnout regard to tne 


rental, operation, and maintenance of otuiidinzs, utilicies, 
facilities, and appurtenances; and expenses of arrangements 
witn foreign countries for cryptologic support as 
specifically approved by the Director ef National 
Intelligence but no funds may be expended for activities 
anien nave not been authorized by a law enacted during ‘the 
Sane or immeciately preceaing fiseal year, except that this 
aisllaticn snail not apply to funds approvriated by ary 
continuing resciution. 

(o) (1) Tae barector of ational Intelligence and the 
Secretary olf vefense may make funds availiable to the Aceney 
for tne purpese of meeting emergency ana extraordinary 
expenses of tne Agency, out any funds mage available io tne 
Agency by the Secretary of Defense for such a purpos® mav be 
madé available only from funds appropriated to tne Secreterv 
of Defense for the specific purpose of mesetine amerrcency and 
extraordinary expenses. 

(2) &ny funds madé available to tne Aeency by tre 
cireetor of National Intelligence or the Secretary of 
Defense for weeting emergency and extraorainary axpenses sav 
ve uSed GNiy CO reel tne expenses specified cy the Director 


of nacionai intéliigence or the Secretary cf Defense, zs ine 
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aecountea for solely on th: certificate cf tne pirector ana 

avery sucn certificate snail be deemed a sufficient voucher 

for tne amount certified tnarein, dul sucn axpenditures may 
only be for activities autnorized by law. The Director 
gnaln report all expenditures made under authority of tnis 
subsection on a quarteriy basis to the Committees on 

Aperopriation of the Zenate and the House of 

Representatives, and to ali otner committees of the Congress 

naving jurisdiction over the Agency. 

(e) All funds made giatienze-te tne Aaency, 311 activities 
of tne Agency, and information relating thereto, snail o8 subject 
so financial and program wanagement audit and review by the 
Comptroller General of the United States upon tne raquest of, oo 
witad tae approval of, any comwittee of bne Congress naving 
jurisdiction over tne Agency, except that any funds expended for 
a particular activity, and the activity for whien such funds are 
axpended, may be exempted oy tne Director of National 
Inteliigence from suen audit and review if the Director of 
National Intelligence (1) determines such exemption to be 
essential to protect the security of the United States, (2) 
notifies the committees of the Congress naving jurisdiction over 
tra Agency of such exemption and tne reasons for grantiny if, ane 
(3) reports quarterly to the committees of tne Coneress naving 
jurisaiction over tne Ageney on aacn acbivity exempted under this 
sucsection. Any audit or review conducted by tne Comptrolisr 
Jenera. of tne United States under authority of tnis suoséection 
SGall Gé conauctea in avcoraance with such security standarcs as 
tne virector of National Intelligence ana committee requesting or 
acproving sucn auait or review shall orescrive. Information 
resulting from any suen audit or review shall ce available in tne 
Conzress only to tne committees of the Congress autnorized Aercin 
to recuest suen audic or review, axceot ag provided under section 


12" o. title I of this Act. 
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cece 31i- fs) In carrying ov 
tne AgSncya 

(1) Small, in connection witn foreign communicicions, 
taxé all practicable weasures consistent witn its prescricec 
functions te eliminate or winimize tne acquisition, 
retention, and dissemination of communications of United 
States persens; 

(2) may not engage in electronic surveiliance as 
defined in enapter 120 of hitle 18, United States Ced«, 
unless authcrized te do so in an order issued under such 
enapber; 

(3) shall, when presented witn an order obtained in 
accoraance with chapter 12C of titi#* 18, Unitec States Code, 
anc prior te undertaking any ronitorine activity, motity tne 
Lireector of xationai Inteliigence, er such person or entity 
of she Unitea States Government as he muy désiznate, inat 
euch opger bas been presented to tne Agency and tnat tne 
Agency inbergs to undertake wonitoring activity in response 
to its provisions; 


(4) snail destroy, upon recognition, communicasions 


» 


of United States persons acquired incidental to tn 
collection cf foreign communications, exeapt as provinzed in 
clauses (5) and (6); 

(5) snall retain intercepted foreign communications 
which contain references to United States persons onl tc 
tne extent essential te the raintenance cf ancreopriat- 
technical data cases and ineicental to cisserination as 
aeseripes in (6) velow; ana 


(6) way not aisseminate an interceptec foréign 


i 


vonnunieation woien iaentifies a Unitea States perser as 


w 


{A) to tne entity of tne United Ctate 


Government on whose benalf an order approving sucn 
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monitoring was obtained in accordance with chapter 12° 
of title 19, United States Code; or 

(8) with tne consent of such United States 
person; or 

(C) if tne identity of the United Statas person 
is deleted and replaced oy a genéral term whieh does 
not identify the United States parson in the context 
of the report or, wnen tne use of a céeneral term alone 
is insufficient to conceal tne identity of the United 
States person, if portions of the intercepted foreien 
communication are deleted or summarized so as to 
conceal the identity of the United States person; or 

(Do) ife- 

(£) the communication avidences or 
coneerns a possible threat to the physical 
safety of any person; 

(11) the comruntoation is avidence tnat 
the United States parson may be an agent of a 
foreign power as defined in onapter 120 of title 
18, United States Code; 

(Lif) tne communication is avidence tnat 
tne United States oerson may cé a target of 
intelligence activities of a foreign power; 

(iv) tne communication is #videnca taat 4 
United States person is angagedq in tne 
unautwrorized aisciesure of properly classified 
national security information; or 

(vy) the identity of tna United States 
cerson in the context of the mnessaze is 


sionifieant foreizn intellicence. 


(other than one whe nas consentad to tne use ana retenticn 


gonmmuniearions) review tne List of prooessa racictants for 
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e 


reguirement an tne performance ef its official guties for tne 


loentaty of tne United States person. 


vo, 


(ce) Tne Director snaii issue appropriate directives for 
implenenting tne provisions of supsection fa) ana snaii keec tne 
Attorney General and tne appropriate committees of Congress 
currently informed of the procedures being feliowing in orcer to 
comoly with the provisions of subsection (a); the Attorney 
General shall sremptly notify the Director of any instance in 
wnieh the Atterney General determines the Agency is violatine tne 
provisions of subsection (a); and the Director shall immediately 
compiy with tne Girectives of the Attorney General regardine any 
sucon vioiation. 

(d) The Director snaii report to tne Attorney veneral ana 
to tne Fermanent Select Committee on Intelligence cof tne couse of 
nepresentatives, tne Select Committee on Inteiligence of tre 
>enaLeé ana the Coumittees on tne Juaiciary of tne Senate and tne 
house of Representatives by Maren 15 of each yeare- 

(1) tne number of cases in which the National 

Security Agency has undertaken monitoring activities in 

rasponse to orders obtained in aceordance with chapter 125 

of title 18, United States Code; and 

(2) tne extent to wnich, during the preceding 
calendar year, the identities of United States persons have 
paen disclosed in Jisseminations outside th Arency, 
including a statistical summary of the number of instances 
in woien tne iagentity of United States persons was diseicsec 
and unger wnat exceptions to tne rule against aiseclosuré. 

(e) Ll foreign intelligence activities of the Ageney not 
suoyect to the oraer requirement of ecnapter 120 of titie 13%, 
unitea States Coce, wnien are iikely to result in tne acquisition 
of tne foreign communications of United States persons’ anc ait 
foreign intelligence activities of tne Agency within the United 
States shall be reviewed annually by tne Director. Such 
activities may continue upon certification by the Director to the 
Atterney General and to the committees of Congress navine 


jurisciction ever the Agency, that, te the bes: of the Director's 
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knowireadge, the activities ara conducted solely for forsi¢n 
intellizence purneses and there are no practical alternative 
aeangs to aequire the foreign intelligence peing souvht thak are 
less Likely to result in the acquisition of tne foreizna 
communtoations of United States persons. 

(f£) Any application for a court order to eenduct @iectronic 
surveilianee is autnorized if the President nas, cy written 
autnorization, empowerea the Attorney General to approve 
applications to Feaerai judges having jurisdiction under section 
2323, title 18, United States Code, and 4 judge to whom an 
appiication to conduct electronic surveillance is made may grant 
an erder, in conformity with section 2525 of such tikie, 
aporeving the acquisition oy the Agency of the contents of 
foreign communications sent by or intended to be received by a 
particular, xnown United States person wna ts outside the United 
States, where the contents are acouired by intentionally 
targeting that United States person if-- 

(1) the purpose is to obtain foreinn inteLiteence 
information, as defined in section 2521fb)(5) of title 13, 
Jnitea States Code; and 

(2) tne United States person is an agent of a foreiza 
power, as aéfined in section 2521(b)(2)(4) of suen titie, 
United States Code, except tnat, for the purpose of sucn 
applications and orders, “agent of a foreign power" incluges 
a person wno resides abroad ana is an officer or amployee or 
a foreign power responsible for activities whieh involve 
foreign intelligence information, as defined in section 2371 


(b)(S) of suon title. 
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i GF 2NTITIES To 
UN INTSLLIGENCE 


See. 312. (a) Tne Fresident snail, witnin 39 cays after 
the effective date of tnis Act, cesianate in writing those 
entities of the United States Government authorizes to réequast 
and receive foreian intellizence information which has been 
obtained or oreduced by tne Agencv. The Presigent snali croviae 
a list of the entities se designated to the committees of the 
Conaress naving jurisdiction over the Acency and inform such 
coumittees of every subsequent BKanee in suen list before such 
Change pecomes effective. 

(bo) The Agency snali not furnisn foreign inteisigence 
interagation to any entity of the United Ctates Government except 
an entity wesigneted py tne President unger subsection (a) or 
this section. 

(ce) The Agency Snali not act upon a request for foreisn 
intelligenee infcrmation uniess such request is lawful anc proper 
uncer tne Constitution, the laws of the United States (including 


tnis title), and applicable executive directives. 
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OVERSIGHT AND ACCOUNTATILITY 


313. (a) Pursuant to sectian 335 of title 28, Unitea 
States Code, anu tne provisions or tnis titie, tne L reetor shall 
(1) report to the Attorney General, the Direetor of Watienal 
Intesligence, and the Inteliigence Oversignt Soard, immediately 
upon discovery, any intelligence activity whien constitutes or is 
likely to constitute a violation of any law, executive order, 
presidential directive, or presidential memorandum, or any 
avidance of possible violation of Federal law by any officer or 
employee of tne Agency, (2) notify, in a timely manner, the 
committees of the Conzrass aaving jurisdiction over the Agency 
that tne Attorney General, tne Director of National Intelligence, 
ang the Intelligence Oversignt Board have been notified sursuant 
bo this paragrapn, and (3) repors ta the Attorney Jveneral any 
evidence of possioie violation by any other person of any Federal 
law specified in guidelines issuea by the Attorney General 
pursuant co section 123(1)(2)(D) of this Act. 

(0) Tne Director, tne General Counsel, and tne Inspector 
gjeneral of tne Agency snail be responsibie for reoorting te tne 
Int SAEsEPOCS Grenstens Board and tne Director of Nationai 
Intellige nee any inteiligence activities that come to their 
rascective attention tnat raise questions of legality or 
propriety. 

(o) Tt shall be the duty of the Rirecter to xeap the 
committees of the Conzress having jurisdiction over ‘he Avenoy 
fully ana currently informed of ail the Agenov's activities, 
ineluaing any significant anticipated activities wnien are the 

ensioility of or are engaged in ty ‘he agency, but the 


provision snall not constitute a eondiztion praceden 


fore. cing 


& a 


tne taitiation of any sucn anticipatea activity. 
(3) ne Director snail furnisn any information or material 
in the possessicn, custody, or control of tne Agency or in tna 
possession, custeay, 2m control of any sferson caia ty tne 
wnensvar requested oy any committee of tne Congress naving 
| 


respect to suen information or tatertia 
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Director to reoert to tte 


ow 


(e) It snali be tne cuty of th 
compittees of tne Congress navine jurisdiction over tne Agency, 
in a timely manner, any intellicence activity of the agency cm 
anv cf its emplovees whien constitutes a violation of ary rien 
zuaranteed or pretectea by the Constitution or saws cf the Unt 
bates, om wnieh constitutes a violation of any Federal: iaw, 
executive order, presidential directives, or presiaential 
weaoranga. Ine Lirector snall transmit annually to tne 
cowmitcees of Congress naving jurisdiction over tne Agenoy a 
writcen certifieation tnat, to the best of nis Knowledge, tne 
Signals inteZiigence activities and the communications security 
activities of the United States nave been conducteéc durinrs tne 
previous year so as net to viclate any rignt guaranteed or 

rotectad py the Constitution or laws of the United States axcert 
for those the Director has reason to believe were not so 
conauctec and whieh the Director icentifies and deseribes for 
sucn committees. 

(f) Any employee of tne Acency naving inforration on past, 
current, om proposed intelligence nctivities whieh aupear to be 
violations of the Constitution or laws of tne United States, or 
ol auy @xeecutive order, presiaentiai airective, presiaentiai 
Leucranaum, om rulé or reguiaation or tne Agency, or whicn appear 
to vé luproper, or in violation of Agency policy snaii be 
reguirec to report suen information immediately to tne Director, 
General Counsel, or Inspector General of the Agency. Whenever 
any suen information is reported to the General Counsel or tne 
Insoector General, sucn officer shali repert such information to 
tne Lirector. If the matter is not initially reported to the 
Seneral Counsel of the Agency, ne shall be notified bv the 
Director or Inspector General. The Director stali regularity, dut 
not Less often tnan onee a year, notify employees of the Arancy 
of tneir obligation to report. such information ana the necessity 


fer cooverating fully witn tne Intelligence Oversicnt B30ars ana 


are autacerizea, in extraordinary circumstances, ana if reaguestec 
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to uo 30 by an employee of tne Agency providing any information 
to tna Inspector Generali or General Counsel, to submit sucn 
information directiy to the Attorney Saneral, the Gireector of 
National Intelligence or tne Intelligence Cversight Zoard, and to 
notify the committees of the Congress having jurisdiction over 
the Asencoy without informing tne Director ef such action. 

(hn) Mothing in this section shall oronicit any amploves of 
the Agency from reoorting any information deseribed in sunsaction 
(f) directly ho the Attorney General, the Director of National 
Inteliigence, or the Intelligence Oversignt Eoard, or the 
committees of Congress naving jurisaietion over the Acenoy. The 
Atsorney Generali snail take all steps necessary to insure trast ne 
eulphoyes wid communicates such information in such a fasniena 
snail ve subject, on account of the reporting of such information 
te ciscipiline througn diswissai, demotion, transfer, suspension, 
reassignment, reprimand, admonisnment, reductionj2in-eforce, or 
otner adverse personnel action, or the threat thereof, 

(i) The Director shall insure tnat the Ganerai Counsel and 
tne Inspector General have acess to any information nacassary tc 
perform their duties under this title. The Director shall he 


required to provide bo tha Attorney General, tne Director of 


tt 
0 


National Intelligence, the Intelligence Oversirnt foarsa, and 


the comnittees of tne Congrass having jurisaiction over the 


Agency an immediate explanation, in writing, eof any instance in 


whico tne Inspector General or tne General Counsel © 
are wenléea wecess to information, instructed not 29 report to one 
intelilgence uversignt poard on 2 carticular activity, or are 
uéuilea autnority cto investigate a garticular activity. 

(3) Tne Lireetor snall submit to the committees of one 
Conaress naving jurisdiction over the Agency, at Least cnee 2 
vear, a resort whicen includes-- 


(1) a review of tne signals inteliizence activitias 


in. 


and communications security activities of tne United Stars, 
inoluding 2il researen and development in sucoert of suon 


tivities and tne relationsnip setween ine sgiznals 
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(2) @ Supmary of all Azency activities tnal raise 
Guestions of légaiity or propriety ana tne Generai Counsel's 


nspector venerai's finaings coneerning sucn actlivivies; 


iy 
a 
9 
=) 


(3) a discussion of tne major Lega: orcblems faeinc 


o 
3 
w 


Agency; ana 
(4) recommendations for any needéc lexislation. 

(gk) It shall be tne outy of tne Director to maintain a 
comelete record of ail legal authorities, published rerulations, 
and sublisned instructions pertaining te tne activities of tn- 
Agency. A complete copy of such-reecord snali be stored in in- 
Office of the Federal Register, National Archives anc Receras 
Service, General Services Administration, uncer security 
stancares approveu by the Director of Hationai Intelligence. 

(i) It small ve tne auty of tne Director to aaintain 4 fule 
anu conpiete recora pertaining to tne activities of tne Agency. 

() It snail pé tne duty ef the Director, to tne maxitun 
extent practicaule anc consistent witn guidelines establisneu ty 
tne Adainistrater of General Services, to provide for tne 
necessary destruction of Agency records at reguler ceriedic 
intervals. Ne record regarding the activities of the Agency may 


pe aestroyed unless the Director has given written notifircation 


rr 


eo the committees of Congress having jurisdiction over the Agancy 


to 
Phy 


least 6&0 days prior te the time fixed for the destructian of 
suon records and a deseription of the records preposed to ne 
cestroyed at tnat time. 

(a}) It smal] oe tne duty or tne Director te OPeoOVi ge ohne 
committees ef the Congress naving jurisciction over tae Agency 
wits a vopy of ell rules, réguiations, procedures, 4nG directives 
iosucc cy the virector to lmpienent tne grovisions of tnis fivie 
anu to notify sucn comsitcees, in a tinely fasnion, ¢f any 


waivers of sucn rules, reguiations, Girectives, or procegure 


id 


anc tne facets and circumstances of eacn such waiver. 
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ads 
CONFLICTS GF INTENRS 


Sac. 314. The officers and employees of tne Acanoy snail be 
subject -$o all laws, reeulations, executive orders and directives 
relating to confliiets of interest and the misuse of information 
obtained in tne course of their official duties, and tne 
Director, subject to poliey guiaancs of the Attornay General, 
Shalit issue regulations necessary to implement sucn iaws, 
Péegusations, executive orders ana directives, Notwitnstandine 
the Lloreyoing sentence, tha bireetor ts authnorizeu to waive tne 
appiication of any such law, regulation, executive order or 
directive woen née deems suen action necessary because of tne 
unique funetion and mission of the Ageney, but such a waiver wav 
c@ granted by the Director in any case only wita the written 
approval of tne Attorney General ang after the Diractor has 
notified the committees of the Conzress having jurisdiction over 
the Agency that sucn waiver is to be made and the raagons 


therefor, 
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nUDESS Tu SIGNALS ITELLIGE.CE AND CO UHICATIONS 
seCuRITY LWFOnMATION «lTHis Tez N TIONAL SECURITY AGENCY 


bec. 215. Toe Lirector may autnerize any emeiayer of ine 
Agenoy or any empioyee of any eontractor, prespective contractor, 
Licensee, or pressective licensee of tne Agency, or permit any 
employae of 2 department or agency of the Government or ef anv 
contractor of any department or arency of the Government, cnr anv 
member of the armed forces of the United States, or any ctrer 
person cesignated Ly the Director, to have access to signals 
intelligence or communications security information necessrry te 
tne effective perrommance of any auty performea for tne Ag=ncy; 
excepo that, in tne case of any person not an erpioyee of une 
agency er of a contractor of tne Agency, tne nead of the 
appropriate department or agency or nis gesignee must firs. 
certify that tne inoividual wno is to nave sucn access has been 
cleareu in accordance with tne establisnea personnel security 
proceaures and standards prescribed by the Director pursuant co 
title III of tne Internal Security Aet of 1950 (56 U.S.C. 231+ 


825). 
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TRAVEL, RELATED EXPENSES, AND DEATH GRATUITIES 
FOR CERTAIN AGENCY PERSONNAL 

Sec. 316. (a) UGefinitions. as used in this section-- 

(1) the cterm "employees" means personnel employed oy 
ana aSSignea to duty witn tne agency, but #xcLzudes persons 
working under contract and persons who when nirea are 
resident in or citizens of tne country of the duty station 
ab whien they are to be employed, unless specifically 
included. 

(2) the term "foreign area" means all duty stations 
not in the United States. 

(3) tne term "United States" means the several 
states, the District of Columbia, the Cemronweaith of Puarte 
Rico, the Territory of the Virgin Islands, ang the Canal 
Zone, but excluding Guam and all other territories of tne 
United States. 

(4) the term "continental United States" means the 4é 
contiguous States and tne Listriot of Coiumota. 

(cs) Unaer suen regulations as the Director of National 
Intelligence may preserive, tne Agency, with respect to its 
eqjployees assignea to duty stations in foreign areas, or witnin 
other geographical areas when so indicated snali-- 

(1) pay the travel expenses of ampicyees of the 
Acency, including expenses incurred while traveling pursuant 
to authorized nome leave; 

(2) pay the travel expenses of members of the family 
of an employee of tne Agency when proceeding to or returning 
from nis post of duty; accompanying nim on authorized nore 
leaves; or otherwise traveling in accordance witn authority 
jranted pursuant so tne provisions of this ctitie or any 

(3) pay tne cost of transporting tne furniture anc 
wousenole and personal effects of an emplicyse of the agency 
to nis successive posts of suty ang, on the terwination 
ais services, to nis resiaence at time of appeinmtment or 
a point not more distant, or, uson retirement, co the sizes 


wners 4@ will resiage, but suen transrervation must be 
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completed within l2 montns from tne cate of retirement 


because of illness or other zood cause, to make the 
necessary pr=parations for suen “ranspertation, in when 
erase ne may grrant an extension of six montns; 

(£) pay tne eost of packing and unpaexing, 
transporting to ana from a place of storage, and sterine tne 
turniture amc nousehoid amo personal effects of an erpiocyes 
of tne Agency when he is aosent from his post of assi.nanent 
unuer oruers, or wnen ne is assigned to a pest te whiten ne 
cannes take or ab wnicn he is unable to use such furnitures 
anc nousenoia anc personal effects, or wnen it is in ‘ine 
public interest or more economical te authorize storare; rut 
in no instance snall the weignt or volume of the effects 
stered together with tne weignt or volume of tne effects 
transported exceed the maximum limitations fixed py Arency 
revgulations when such limitations are not fixec by lau; 

(5) cay the eost of packine and uncackine, 
transporting to and from a place of storage, and storins the 
furniture ans nousenold and personal effects of an exclayee 
of tne Agency in connection witn assignment or transfer to 2 
néw post, Irom tne date of ais departure from his las: pest 
er, in tne case of a new employee, from the cate of nis 


Geparcture from nis place of residence, and for nob to axcsec 


ps 
cr 
os 

DP 


30 uays after arrival at tne new post or unti 
eStablisnmen: of residence quarters, whicnever is shorter; 
ana in connection with separation of an emplcyes of tre 
Agency, tne cost of packing ana unpacking, transuortir= te 
and from a place of storage, and storing for a period nrct te 
exceed 90 davs, nis furniture and household ans personal 
effects; but in 1¢ instance shail tne weirnt or volume of 
the effects transported exceed the maximux liritations fixed 
ty Agency recuiations when sucn limitations are not fixeza ov 
Law; 

(6) pay tne travel expenses and trenspersation vests 


(inciuaing costs of tne necessary temoorary storace of 


Approved For Release 2002/08/15 : CIA-RDP85-00759R000100130001-1 


Approved For Release 2002/08/15 : CIA-RDP85-00759R000100130001-1 
os50 
preperty) ineiaens to the removal to any weoerapnical 
jocation ceemsd a necessary safenaven by cne Lirecter, of 
any anployee of tne Agency, nis family, ana nis furniture 
ana nousenold ana personal effects, including any 
automobile, from a post at whieh, because of tne prevalence 
ef disturbed conditions, bthaere is tmminent danger to life 
and property, and the return of such persons, furniture, and 
effects to suen peak upon cessation of such conditions; or 
to such other post as may in the meantime have heceme one 
poat to whien sucn employee nas been asstioened; 
(7) charge axpenses in connection witn travel of any 


employee, members of nis Famiiy, and transportation ef their 


Oo 


nousenola aoods and cersonal affects, inveiving a change 
permanent station, to tne appropriation for tne fiseal year 
current wnen any part of either tne travel or transportation 
pertaining to the transfer begins pursuant te previcusly 
issuea travel and transfer oraers, notwitnstancing tne fact 
that suen travel or transportation tay not Ali be effected 
auring such fiseal year or that the travel and transfer 
rders may nave been issued during the prior fiseal year; 
(2) order to the United States on nore leave eacn 
employee of the Agency wno was 4 resident of the United 


tates at time of employment upon completion of #icntean 


~” 
wT 


- 
‘ 


months continuous service abroad or a: s00n as possib 
thereafter; 

(9) notwitnstanaing the provisions ef any other Lay, 
transport for or on oenalf of an emoloyesr oF tae Azency 


stationea outsiaé tne continental United States, a orivateiy 


owneu motor venicle in any case in woien it snail be 


» 


setermined tnat water, rail, or air transcortation of tne 
motor venicle is necessary or #xpedient for all or any fart 
of tne aistanece between points of origin ana eestination, 
and pay tne costs ef sucn transportation; Sul not more tnan 
ane notor veniels of any officer or employes oF the agency 


nay £2 transgeorted under autnority of isis claus gurin7 airy 
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recigeerent ror suen motor vernicie, one acditiona 
veniele of any sucn exynloy=e stationed in a fereign ar=t tev 
oe 30 transpertec uuring suen period if tne Lirector (+ 
Getermines in advanee that sucn replacement is necessary for 
reasons Leyona tne control of tune employee anc is in ine 
enterest of tne Government, anc (5) approves sucn 
transportaction in advance; 

(10) pay the cost of transporting a répiacerent 
veniele for tne motor vehicle of any employee of tne Artancy 
wno nas remained on continuous service in a foreisn area 
after tne exciration of a fourevear period follewins tne 
date transportation was last provided under tnis s@ction far 
aroter venicle for such employea; 

(11) establish a medical or dentai facility anc 
provide for tne services of meaical or gental personne. © 
cost in a foreivzn area or Alacks at wnien suffielient 
personnel are employed to warrant such a facility anc 
personnel, out only ir tne Director ceternines that it is 


net reasibie to use an existing ceuical facility; 


4 
cr 
5 
" 


(12) an the event of iliness or ingury regquirin: 


nospitaiization of a fulletime employee of tne Asency on 


neater of tne family of sucn an an:ployeé of tne Aveney, net 
tne result of vieious hatits, intemperance, or miscencuct, 
incurred while on assignment in a foreign area or Alagxa, in 


a locality wnere there coes net exist a suitacle nosoital or 
clinic, pay the travel and transportation exnenses cf such 
euwoloyee, or member of nis farily by whatever means theo 
Direetor shall deem appropriate and without rervard te ine 


Standardized Government Travel Regulations and section 


eer clen lor up to 30 uayS wnen such traves voes nc 
Aesultalization, ana on nis recovery pay fer tne trave. 
expenses of nis réturn to nis post of auly or to Suen otner 


wost aS wey in toe meantime nave cecome tne gost to when 
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member of nis family is toe ill or toc youn: ta travel 
unatbenced, the Director may also pay tne travel expenses of 
-an attendant or attendants; 

(13) in the event of illness or injury recuirine 
aospitalization of an employee of the Agency, not the result 
of vicious nabits, intemperance, or miscenduct on his part, 
incurred in the line of duty while suon verson ie assigned 
to a foreign area, pay for tne cost of the treatment of suen 
illness or injury a& a suitable nospital or clinic; 

(14) ain tne event a wember of tne family of an 
euployee of the Agency who is assigned cutsice the 
continental unitec States ineurs an iliness or injury wnitie 
suena member of the tlamily is lovabad outside tne continenta: 
United States, wnien requires aospitalization or similiar 
treatment, and which ts not the result of vicious nabits, 
intemperance, or misconduct on nis part, pay for that 
portion of the cost of treatment of each such {tilness or 
injury that #xoeeeds $35 up to a maximum limitation of 129 
days of treatment for eacn such illness or injury, excsoet 
that suen maximum limitation shall not acply whenever one 
Director, on the oasis of professional weaieai acvice, 
aeterminas tnat suen illness or injury clearly is due in 
suostantial part to tne fact that suen wercer of tne fariiy 
is or Gas been lovatea outsias the continental united 
States; 

(15) make payments for the costs of aedical or 
nospital care under clauses 12, 13, ana 14 above only 
insofar as sucn costs would not otnérwise be cayabie under 
tne terms of sa health cenefits plan approved cy tha Cireeohor 
available to the emolayees of the Agency and to which tne 


Agency contrisutes uncer the previsions of cnaoter 329 of 
¥ ‘ 


hubliiaily ceeurrea prior to tne deatn of ine en gloyae; 
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(17) vay tue costs of periavic unvedies: exaiiae tions 
ot employees or tue Agency anu for tne cosis of 
agwiniscerin, imecuiations or vaccinations te suen 


employees; and pay tne cost of providinz tne same services 


members accompany such employees to ferelgzn areas whens mo 
otner sufficient Unitec States governmental medical 
facilities are available; 

(18) pay the costs of oreparing, transporting and 

g the remains of any emplovee of tne Acency, ~r 4 
merper of his fatily whe may dis while in offieilal travel 
status or while assicned at any auty station, and tne 
transportation costs of depenaents and nousénoic goods tO 
nas former nome in the Unibed States or 4 piace nob sore 
uisvant; 

(19) pay tne costs of travel of any new employse of 
tne Agency ana meubers of such employee's famizy, anc une 
transportation of wneir nousencic gocds ana personal 
effects, frou places of actual residence at tne time cf 
appointment, regardless of location, to places of 
employment, regardiess of loeation, and, upon separation, 
return to their actual residences at the time of avseintrweant 
or a point not more distant; cut the costs of suen trave: 
ane transpertation shall be paid only if suen new emclavea 

rrees in writing to remain in the employ of the United 
Scates Jovernment for a periee of not less tnan 24 Tencns 
trom the tise Suen employee is sant to a duty stander in a 


‘ . 


foreign aréa uniess separates from empioynent for reaso 


fo] 
(er) 


peyond sucn empicyee's control which are aceeotable to tne 
agency, and any viosation of such agreement dy an employes 
lor persenai convenience or because of separation for 
wiseonguct Shall var tne return payment (tne costs of travel 
and transportation to tne place of employment are pavacle 


wietner or not tne inagividual selected nas been appointed 2° 


tne time of travel and transporzation); 


Approved For Release 2002/08/15 : CIA-RDP85-00759R000100130001-1 


Approved For Release 2002/08/15 :,CIA-RDP85-00759R000100130001-1 


(20) pay the cost of the travel exoenses of emplovass 
of the Aeency whe are United States persons and rembers of 
oneir famiiies, while sarving at posts specifically 
designated oy the Director for purooses of tnis clause, fer 
reso anc recuperation to ctner locations whien ara 
aesignated oy the Girsetor and are ao further From tne autyv 
post tnan is tne continental united States, navingz differen: 
environmental conaitions than those at tne post at whien 


alt 


sucn employees are serving; out suen travel expenses snall 


is 


bé Limited to tne cost for each employee ana uembers of ni 
family of one round trip of less than first class aurineg any 
centinuous two-year tour unbroken by home leave and two 
round trips of less than first class durina anv continucus 
three-year tour unbroken by home laave; 

(21) oay the travel excenses of any @mployee of tne 
Agency for up to two round trips each year fer purposes of 
family visitation in situations where tne family of tne 
sijployee is officially precluded from acecomaanying such 
supLoyee $0, OP nas been craésred evacuated trom, nis 


assigned post cevausée of aanger from nostile activity 


Me 
oO 
"3 


otues harcahip conuitions, as determinea cy tne Director, 
except tnat, witn respect to any such eaaployes whose faaily 
is socated in a foreian area or in a remote area of Alaska 


cesignated in regulations vy tne Director, the Sireactar "ay 


authorize such additional trips as he deems arpropriate not 
fo 4#xceed the equivalent cost cf two round trios of less 


tnan first class to the District of Columnia; 
. (22) pay tne travel axcenses of eroloy=es statianad 


or in an official travel status in a foraisn area or in 


Visitation in euergency situations involving « eritiecal 
445685 CP veatn inveiving a SOcuse, parent, or onilu (fas 
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utilizeg whenever cossible for travel authorizga under or 
elause; 

(22) cay tne travel excenses, ineluding a oer aiem 
anere® appropriate, of members of the family accempanyine, 
preceding, or following an employee if, gnile guch #mciovee 
is an route te his pest of assignment, ha is ordered 
tanoorariiy for orientation and training or is given ocner 
temcorary duty; and 

(24) pay travel expenses and allowances ag prescribed 

in section 5724 of title 5, United States Code, for 
employees woo are assignea for training unger chapter 41 of 
cite 3, United States Code. 
(oe) (1) wmile any employee of tne Agency is on leave in =n4 
united States such employee shail pe availaoie for susan work 
or duty for the Agency as the Director may prescribe. 
time devotec to such work or duty by such employee shall aot 
ce counted as leave time.” 

(2) Whenever an employee of the Agency returns to ‘the 
United States on leave, the tine actually and necassari:y 
occupied in traveling ‘o and from the United States 
(ineluding any time actuaily and necessarily occupied in 
awaiting transportation) shali not be countea 2s leave “ite, 
(a) Notwitnstanaing any ovher provision of law, tne 

Lireetor may grant, in aacition te any otner allowances 

auLnerized oY 1@W, a Separate maintenance allowance £9 assist an 

employee of tne Agency wno is coupellea, oecause of dangerous, 
notaviy unmnealthful, or axcassively adversé iiving eenditicns at 
fe |aréeaict 


nis post of assignment in any foreign area or in 4 remo 


taska, or for tne convenience of the Government, to zeet 


D- 


acditional expense of naintaining, alsewnere than at tne ccst, 


nis ssouse or otner dependents, or Seth. 


section 2642 of tne Fevised Statutes (21 U.S.C. 3277), 


gevanos cayments for any of the surpose#§ in tnis section. inv 
gun aavenged anc act used for alicwat.e expe 7ses ig reooyertcist 
Poo. tne rerson 12 wacw the advance as made gr uig =stal- Cvee 
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(1) seteotP ayainat acerued pay, rebirement credit, 
or obner amount gue such person or his estate, 
(2) a ceguotion froa any amount aque such person from 
tone unitea States, or 
(3) such other metnod as is autnorized oy law, 
unless the Director or nis aesignee determines that recovery of 
any sucn sum will not be in the pest interests of the United 
States. 

(fF) The Agency may, when the Director snali find it te be 
in the best interests of the Government to do so as a means of 
alininating transportation costs, provide assigned persons with 
basic nouseheld furnisnings and equipment fer use on a loan Sasis 
in personally owned or leased resiaences tn foreieon arsas or in 
remote areas of Alaska. 

(e) Under suen regulations as the Dirsetor tay peeserioe, 
tne Agency, witn respect to its employees assigned to duty 
stations in tne United States, may waive tne applications of tne 


provisions of sections and of Public Law 49-516 for 


certain employees wnen tne Director geems that tne officetal 
change of station involved is of sucn a limited duration as to 
warrant tne waiver. 

(n) Death Gratuities for Certain Agency Emoloyees 

Under such regulations as the Director nay prascribe, the 
fvency is authorized to provide for paymant of 4 gratuity to 
surviving dependents of any Agency employee who dies (or upon a 
finding of deatn under section 5565, title 5, United States Code) 
as 4 reguit of injuries sustainea in the performance of duty in 3 
fore:.n area or the Canal Zone in an amount equal te ene year's 
Salary ab tne time of aeatn. A deatn gratuity payment shall be 
mage unger this supseetion only if the survivers entitied to 
payuent under tnis sucsection are entitled to elect montaly 
coupensacion unger section 3133, title 5, United States Code 
vecause tne death resuiteda from an injury (excluding a disease 
roximately caused oy tne employment) sustainea in one 
serformanes of duty, witnout regard to whether suen surviver 


zets to waive comsensation under sucn saction 2172. Any death 
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ratuity payment made under this subsection snaii be neld te neve 
been a cift and shall be in addition to anv otner cenefit payable 
frem any source, A death cratuity payment under ‘this sutssction 
shail be made as follows: (1) first, to the widow or wicower; 
(2) second, to the ehild, or children in @qual snares, if snere 
is no widow or widower; and (3) tnird, to the dependent parent, 
cr dependent parents in equal snares if there is no wicew, 
wigower or chila. If tnere is no survivor entatied to paynent 
unuer tnis subsection, no payment snail be made. As used in tnis 
suusection, the ternus"widow", "widower", "enila", ang "parent" 
snall nave the samé meaning given each such term under section 
6101, title 5, United States Code. 
(i) ¢€1) Wnenever the President determines that it would pe 
aporopriate for the purpose of maintainine conformity 
between provisions of law relating to travel and related 
expenses anc death gratuities of the Foreign Service of tre 
United States and provisions of law relatine to travel and 
related expenses and deatn gratuities of empleyees of tne 
Agency, ne may, by Executive order, extend tc Agency 
employees, a provision of law enacted after January 1, t97E, 
whiens 

{A) amends part 5, subchapter IX, cnapter 14, 


titie 22, United States Code, or 


es 
' 
b 
ie) 
as] 


{B) amends section 2679a, chapter 33, ¢ 
United States Coue, or 

(C) otherwise affects previsions of law 
reiatins to travel and related expenses or deat: 
gratuities of the Foreign Service. 

“Any such order shall extend such provision of law so taat 
such provision aopiies in like manner with respect to Agency 
employees. Any sucn order shali have tne force and «=ffect 
cl 2aw and may be given retroactive effeoet to 2 gate net 
earlier tnan tne effective date of the corresponcing 
provision of iaw rélating to Foreign Service personne... 

(Z) any provisions of an Executive oraer issuec 


pursuant to cnis Subsection snail modify, supersece, cr 
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renaer inanplicable, as the case may be, to the axtank 
inconsistent Sherewithe= 
(A) all provisions of law anactedc orior to tne 
effective date of tne provisions of sucn Executive 
order, and 
(E) any prtor proviston of any Sxacutive order 
issued under authority of thie section. 

(3) An Exeeutive order under this subsection may not 
pecome effective until 60 days after tne Fresident suomits 
tie proposed order to tnose comnittees of tne Senate ana 
nouse of HKepresentactives naving jurisdiction over the 


subject matter of the order. 
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COMMISSARY AP UES SERVICES 


AND RECrEATION FACILITIES 

ote. 317. (a) [ne Director is autnerizec, uncer suey 
reeu,aciunS aS ae aay preserios, te estabiisr ang waintain 
cuereenCy COmuLSSary and mess services in sucn places aoresa and 
in sasaSKa wnere, in his judgment, Such services are necessary 20 
insuré tne effective ang efficient performance of tné auries ana 
resvpensitilities of tne Agency, cut only if such services are nor 
ctnerwise availatie from otner departments and agencies of tne 
Government. An amount equal to the arount expendec for anv such 
services shall be covered into the Treasury as siscellianecus 
receicts. 

(ov) The Director is also authorized, under such regulations 
as né may prescribe, te authorize and assist in the 
establisnment, maintenance, and operation, by officers anc 
empioyees of tne Agency, of noneGovernment operates commissary 
anc wess services ana recreation raciiities at certain fests 
atroau, ineciuding the furnisninzg of space, utiisities, ans 
Properties Owneg or leased by tne United States for use by tne 
Acency., Commissary and wess services and recreation facilities 
éstubiisned pursuant to this subsection snail be made available, 
insofar a3 practicable, to officers and employees of otner 
Government agencies and their families who are stationed atroad 
or in Alaska. Such services and facilities shall not be 
establisned in localities where another department or agency 
operates similar services or facilities uniess the birectoar 
cetercines that suen additional services or facilities are 
necessary, 

{e) Notwithstanding any otner provision of iaw, charves at 
any cost atroac or in Alaska oy a commissary or aess service or 
reeréation favility autnorized or assistec under this seetion 
shaai Ge ab ,tne same rate for ali civilian anc military personnes 
ol one wovernment serviced tnereoy, ana all charees for suppiies 
furnisnea to such a racility abroad or in Alaska ty any 
ueparcment or agency shall be at tne same rate as tnat enarr#qd cy 
tne furnisning oeoartment or agency te its civilian or military 


comrnissary or mess services or recreation facilities, 
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PRINTING ANC BSINDING 


See. 3218. The Director is authorized to aperate 4a full 
sealé printing oclant, as defined by tha Joint Committee on 
Printing of the Congress of the United States, fer the proauection 
of eryptalogic and cryptologicerelated materials, subject te the 


rules of the Joint Committee on Printing of tne Congress. 
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SDUCATION ANL TRAINING 


sec. 319. The Lireetor is autnorizec te estaliisn anc 
insure compliance with standarcs for training necessary te 
accompisn the eryetologic missions of the Government and =7 
arranze for, func, or provide training as may oe necessary Lo 
accompiisn the eryptologic mission of the Government. The 
previsions of cnapter ET of title 5, United States Cede, smal. 5+ 
applicatie in the conduct of such training. Notwithstandine one 
forepoine sentence, the Director is authorized to waive tne 
application of any or all sucn provisions when née déers suck 
action necessary cecause of tne unigue mission and funchien cf 
tne Agency, dut sucn waiver may be grantec by tne Director in any 
ease only if the Director premptiy notifies tne eommittees of tne 
Longress naving jurisaiction over tne Agency of the waiver and 


tne reasons for it. 
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RETIREMENT SYSTEM 


Sec. 320. Employees of the Agency 3haii partioinate in taa 
reguiar Feceral civil service retirenent system provided for 
under suoenapter LII of cnapter 33 of title 5, United States 
Coas, except snat tne Director is authorized to aesisgnable a 
hiwitbed numoer of employees wnose auties eitner are in suppers of 
ageney activities aoroad, nazarcous to life or nealtn, or so 
spectalizead as to ba clearly distinguishable from normal 
government employment, for particioation in a separate retirament 


and aisability program which may herearter be authorized by law. 


Approved For Release 2002/08/15 : CIA-RDP85-00759R000100130001-1 


Approved For Release 2002/08/15 7 ClA-RDP85-00759R000100130001-1 


PATENTS AND Ti 
{Ineluced for aiscussion purpo 
atrendment te chapt 


Dw 


See. 3221. Patents ana inventions 
security, confidentiality, or privacy of communications or other 
Yorms of transmission of data, or incorporating sensitive 
eryptciogic teennicues, whieh in the opinion of tne Pirecsor, 
puolisnedc, mignt o¢ detrimental te tne naticnai security, sill 
se nancied in accordance with the crovisions of cnagter 17 of 
clitle 355, Unitee States Code, anu the virector may separately 
lsSue rules or regulations pursuant to section 158 of chapter 17 


of tiltic 35, Unitea States Code. 


Approved For Release 2002/08/15 : CIA-RDP85-00759R000100130001-1 


Approved For Release 2002/08/15-,ClIA-RDP85-00759R000100130001-1 


#CLASSIFICATION AND DECLASSIFICATICN OF 
SIGNALS INTELLIGENCE AND 
COMMUNICATIONS SECURITY INFORWATION 
(ineluded for discussion ourposes) 
sec. 322. (a) Tne Lirector, based upon pelicy guiaanoe of 

tne cirector of national Intelligence, snall estabiisn 
elassification anu declassification eriteria for information 
relating to signals inteliigance activities, communications 
security activities, tne ormanization, functions, oudgets, 
sersonnel, missions, and activities of tne Amenvy and related 
organizations, and the signals intelligence achivities and 
communications security activities of the military departments, 
in order that there will be no disclosure to any unauthorized 
person of any signals intelligence or communications security 
Latoriatione= 

(1) concerning the nature, preparation, or use of any 
vedas, cipner, or eryptograpnic system of tne United States 
or any foreign government; 

(2) concerning the plan, design, construction, use, 
nainbenanee, or repair of any device, apparatus, or 
appliance used or pianned for use by the United States or 
any foreign government for communications security or 
sienais intelligence purposes; 

(3) coneerning the signals intellizenca or 
communications security activities of the United States or 
any roreiyn zovernment; or 

(4) estained py the processes of siznalis inteliigenc: 
from foreign communications. 

(3) (1) Signais intelligence and communications séecuriczy 
larormwation snali not oe suoject to otner saws ana 
regulations raiating to the aeclassification and or release 
to the public or arenives of records relatin: 
inftornation. 

(2) ZIxeept wnen autnorized oy law, dy wne Fresioent, 


irector of vational Intellizence, er tne Diresotor, ne 


ip 
us 
In 


nferration classified in accordance witn the criteria 


sreseribea pursuant to subsection (a) shall oe dac 
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uatil the exniration of 39 years after tts original 
elassifieation. 

(3) Tne Directer snall estaclisn cuidelines py wrich 
suen inforwation may be aéclassified and rémoved from the 
categories of Signals intellifence or communications 
security information without undue risk to tne nationas 
uefense or ce tne foréign relations of tne Unitea Stat#z or 
any government tnat cooperates with tne Unitea States. 

(4) In oraer to be responsive to tne needs of the 
people of the United States for information on the 
activities of their Government, botn prior to and Subsecuent 
to tne expiration of tne 30-year period referred to in 
saragraohn (2), tne Director shall maintain 2 continuous 
review of the information classified pursuant to such 
zuidelines in order to make available to the public such 
sienais intelligence and communications security information 
as can te made availacie without undue risk Co the naticnal 
defense or foreien relations of tne United States or anv 
vovernment that ccoperates witn tne Unitea States or te 
Sources and wethous ty wnicn sucen informacion was acquires. 
(e} Tne Director snall report annually to the committees of 

the Lon,ress naving jurisdiction over tne Agency and snali 
ineiugé in such report a aescription of the classification anc 
ueclassification criteria establisnea pursuant to subsection (a), 
including any changes therein, and a discussion of nis efferts to 
nake publicly available, without undue risk to the nationai 
aéefense or .oreign relations of the United States or any country 
whien cooperates with tne United States, or to sources and 
methods by wnien such information was acquired, sisnals 
inteilicence and communications security information. 

(co) In the case of any signais inteliigence or 
Coununications security informaticen wnien the Lirector and the 
virector of National Intelligence jointly determine relate 
priaarily to inter,iiszence sources and metnods, any aeterminaztion 
nat sucn information may be oeclassified and released without 


Consticuting an unreasonable risk to the national sefense, 
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forei,ga rélations, or intelligence sources ana wa@tneds of tne 
Unitea States ear any other country wnien cooperates with bone 
United States shall be made by the Director of National 
Inteliivance. 

(a) In the case of any signals intelligance or 
communications security information which ‘the Pirector and tne 
Secretary of State jointly deterrine relates crimarily to che 
foreign relations of tne United States or any ofhner country, any 
determination whether sucn information can be declassified and 
redeased without constituting an unreasonable risk to the forsies 


relations of wae United States or any other country whier 


ana tne Seeretary or State jointiy, axcept tnat if tne Director 
ana tne Secretary of state cannot agree, tne dispute snall be 


eferrea to the President for aecision,. 


"3 


(f) In the case of any signals intellicgance or 
communications security information which the Attorney Jeneral 
deternines ig required for use in a prosecution fer a violation 


f Federal law, any determination whether such information can be 


o 


declassified and released without constituting an unreasonabie 
risk to tne national defenses or foreign relations of tne Unite+c 
States shall o@ made py the Director and tne Attorney General 
jointly, exeept tnat if the Lirector and tne &tcorney General 


ganno: agree, tne cispute snals te referred to tne President fer 


aevision. 
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TEST AND SYALUATION 


woOe 323. Section 2511 of titie 13, Unitea ¢ 
aibencseu vy accing at tne ena tnereof tne followin: new 
suusections: 

"Ce) It snall not be unlawful uncer this chapter or 
section 605 of cne Communications Act of 1934 (47 U.E.C. S0£) for 
any officer, eipioyee, or agent of tne Federal Communications 
Commission, in response to a written request frem tne Director of 
tne ational Security Agency or his designee to intercept 
ceommunieations transmitted by radic whien are protected by 
confidentiality devices and to disclose such comrunications te 
the National Security Agency. Sucn intercepts snall be requestec 
solely for the purpose of determining the vulnerability of tne 
pretection provideg such communications; and the contents of such 
cOcnwiunications cr tne identity of communicants Shall not be 
retaineéu or cisciosed. The National Security Agency may retain 
recoras of interceptions containing unusual or unexplainea 
Siznais if any content unrélatea to such signals whien way te 
reasonably segregateaq and aeleted is celetea, anc may retain 
recoras and the identity of a provider of eonfidentiality 
services where that information is necessary to prevent 
vuinerability te compromise of confidentiality services dus to 
inagecuate procedures or defective equipment. 

"“(f) It shall not be unlawful under this chapter ar 
section 505 of tne Communications Act of 1924 (47 U.S.C. &9%) far 
an officer, empicayee, or agent of tne Mational Security Arenes to 
épt ragio communications within the United Crates fer tre 
SCie purpose cf aetermining the capacility of equioment uses te 
obtain roreign inteiligence, equipment used to provide security 
er confiugentiaiizty of communications, or tne existence cor 
Capadiaicy of equipment usec py a rereign power or its agents. 

In any case in wnien an officer, employee, or agent of tne 
wacional Security Agency intercepts any sucn radio communication 
(1} tne test pericd snail be limited in extent and guration te 
tnac necessary t9 determine the capability of tne equinment, (2) 


the content ef any communication acquired shall be retained enc 
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used solely for tha purpose of aetermining the existence or 
capability of such aquipment, shall 92 disclosed only to tha 
offiesrs conducting the test, and shall be destroyed upon tne 
completion of the testing, and (3) no test eenen than periodic 
special equipment calibrating teste may exceed ninety days excact 


witn the prior approval of the Attorney Generai.". 
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wISCELLANEGUS FROVISICKS 


wec. 5324, (Ca) In exercising conirel over ali 


intelligence intercept and precessing activities of 
States, tne Director snali make special provision for tne 
delegation of liwited centrel of specified sienai inteiricenee 
facilities and resources required to provide sivnals intellicence 
close support to rilitary commanders or the heads of other 
aepartments and arencies of the Government. Such special 
rovision snall be made in any case for such oeriod and for sucn 
activities as the Director determines to be anpropriate. The 
Lireetor snail also enter into arranrenents with any departiyrent 
Or apency mol part of tne Unitea States SIGINT system wnicth is 
Capabaeé of proaqueing signals inteiligence when sucn arrangements 
are appropriate to assist tne Director in fulfilling his 
responsibilities unaer tnis title ana wnen sucn arrangements wilt 
net substantially interfere witn tne principal missions anc 
funetions of such department or agency. 

(po) Wothing in this title shali contravene the 
resconsibilities of any department or agency for the final 
evaluation of signals intelligence information, its synthesis 
with information from other sources, and the dissemination of 
finisnec intelligenee to users in accordance with prescribed 
security ocrocedurés. 

(ec) Notning in tnis title snali contravene separately 
aucnerizead functicns of any department or agency to organize anc 
eondues anuivicual communications security activities otner tnan 
tne Veveucpment of eryptograpnic systems, devices, equipinent anc 
preceuures, Eacn cepartment and agency concerned snaii be 
resvonsible for implementing ali measures requirecac to assurs 
comr:unications security in accoraance with doctrines, standards 
and crocedures prescrised by tne Director, 

(d) Nothing in this title shall contravene the authority of 
tne Central Intelligence Agency to preserite unique 
vetmunioations security and signals intelligence metnods anz: 


crocédures, as approved boy the CLirecter of National Inteliiscencse 


after raview cy tne ~Pirector, for the performance of clandertin- 
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eeiisetion ana countearintelligence activities of the Central 


Inteliivence Seeney aubnorizeda ty this ack. 
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TRANSFEF CF FERSOMNEL, PROPERTY, AD FURCTIONS 


lec. 325. (2) All personne? employed oy the ‘ational 
Security Aeency, as in effect on the dav before tne effective 
gate of this titl=, and all oblirations, contracts, properties, 


anc recorcs employed, neid, or used primarily in connection witr 


- 


(o} Ali orders, determinations, rules, regulations, 
peraits, contracts, certificates, licenses, and privileges «nicen 
have vecome effective in tne exercise of functions transferrec 
uncer this bitle ang whien are in effect on the Gay vefore ine 
effective date of this title, snall centinue in erfect unti: 
wocitiec, terninated, supersedea, set aside, or repealeo ty tn 
Director, py any court of competent jurisdiction, ocr by operation 
of law. 

(ec) The provisions of this title shall not affect any 
creesedings pending before tne National Security Acency as in 
affect orior to the effective date ef this titie. 

{d) So suit, action, or otner proceedinz besun by or 
against any offieer in nis official capacity in tne Nationa: 
Security agency, as in effect prior to the effective date cf tris 
title, shall abate by reason of enactment of tnis title. 

(eé) with respect to any function transferrea oy this ‘citle 
anc exerciseag after the effective aate of this cvitie, reference 
in any otner Fegeral law to any aepartment, agency, office, or 
part tnereof shall oe deemed to refer te the department, akency, 


or office in whieh such function is vested pursuant to tnis 
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SErECTIV, GATE 


wot, 326. This citle shall tecome effective the First day 
OL tne Saird calenuar month following the month in wnien it is 


enacted. 
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